
Artefact

TQ

E

Activity

MT

I O

R C

Free Text Box

I: Input
T: Time
M: Method/Technique
O: Output
C: Control
R: Resource

E: Existence
T: Time
Q: Quality (attributes)

[Off-page Link]

MT
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R C

Clause Identifier within 
activity/artefact/free text box:

Y-a.b.c.d

Where

Y= Part (1-7)
a = Main Clause
b = Sub-clause 

c = Sub-sub-clause
d = Sub-sub-sub clause

KEY



Select and Specify 
SW Safety Lifecycle

3-7.1.2.1

MT

I O

R C

SW Safety 
Lifecycle
3-7.1.2.1

TQ

E

SW SAFETY 
LIFECYCLE

During safety planning 
iaw Clause 5 of IEC 
61508-1
3-7.1.2.1

Any SW lifecycle model may be used 
provided all the objectives and 
requirements of 3-7.1 are met
3-7.1.2.2

Provided that the SW safety lifecycle 
satisfies the requirements of Table 1 (IEC 
61508-3), it is acceptable to tailor the 
V-model to take account of the safety 
integrity and the complexity of the project
3-7.1.2.4

Any customization of the SW safety 
lifecycle shall be justified on the basis of 
functional safety 
3-7.1.2.5

Each phase of the SW safety lifecycle shall be divided 
into elementary activities with the scope, inputs and 
outputs specified for each phase
3-7.1.2.3

Quality and safety assurance procedures shall be 
integrated into safety lifecycle activities
3-7.1.2.6

The results of the activities in the SW safety lifecycle 
shall be documented.
3-7.1.2.8

If at any phase of tyhe SW lifecycle, a modification is 
required pertaining to an earlier lifecycle phase, then 
an impact analysis shall determine (1) which SW 
modules are impacted, and (2) which earlier safety 
lifecycle activities shall be repeated.
3-7.1.2.9

For each lifecycle phase, appropriate 
techniques and measures shall be sued. 
IEC 61508-6 and IEC 61508-7 give 
recommendations on specific 
techniques to achieve the properties 
required for systematic safety integrity. 
Selecting techniques from these 
recommendations does not guarantee 
by itself that the required safety 
integrity will be achieved
3-7.1.2.7

Establish SW 
Architecture Design

 3-7.4.3

MT

I O

R C

Select Off-line 
Support Tools

 3-7.4.4.2

MT

I O

R C



Create SW Safety 
Requirements 
Specification

3-7.2

MT

I O

R C

SW SAFETY 
REQUIREMENTS 
SPECIFICATION

If the requirements for safety-related SW have already been specified for the 
E/ E/ PE SRS (Clause 7 of IEC 61508-2), then the specification of SW safety 
requirements need not be repeated.
3-7.2.2.1

The specification of the requirements for safety-related SW shall be derived from 
the specified safety requirements of the E/ E/ PE SRS. This information shall be 
made available to the SW developer
3-7.2.2.2

If not already adequately defined in the specified safety requirements of the 
E/ E/ PE SRS, all relevant modes of operation of the EUC, of the E/ E/ PE system, and 
of any equipment or system connected to the E/ E/ PE system shall be detailed in 
the specified requirements for safety-related SW
3-7.2.2.6

To the extent required by the E/ E/ PE HW architecture design, and considering the 
possible increase in complexity; the SW safety requirements specification shall 
consider:
- SW self-monitoring (see IEC 61508-7)
- monitoring of the programmable electronic HW, sensors and architecture
- periodic testing of safety functions while the system is running
- enabling safety functions to be testable when the EUC is operational
- SW functions to execute proof tests and all diagnostic tests in order to fulfil the 

safety integrity requirements of the E/ E/ PE SRS
3-7.2.2.8

When the E/ EP/ E SRS is required to perform non-safety functions, then the 
specified requirements for safety-related SW shall clearly identify the non-safety 
functions
3-7.2.2.9

Where data defines the interface between SW and external systems, the following 
performance characteristics shall be considered in addition to 2-7.4.11:
- the need for consistency in terms of data definitions
- invalid, out of range or untimely values
- response time and throughput, including maximum loading conditions
- best case and WCET, and deadlock
- overflow and underflow of data storage capacity
3-7.2.2.12

Operational parameters shall be protected against:
- invalid, out of range or untimely values
- unauthorized changes
- corruption.
3-7.2.2.13

Safety Related 
Systems 

Specification
1-7.10

TQ

E

SW Safety 
Requirements 
Specification

3-7.2

TQ

E

Sufficiently detailed to allow the design and implementation to achieve the required 
safety integrity (including any requirement for independence), and to allow an 
assessment of functional safety to be carried out
3-7.2.2.3

Specify and document any safety-related or relevant constraints between the HW and 
the SW
3-7.2.2.7

Express the required safety properties of the product, but not of the project - as this is 
covered by safety planning (1-6). Specify the following as appropriate:
- the requirements for the following safety functions:

- functions that enable the EUC to achieve or maintain a safe state
- functions that relate to the detection, annunciation and management of faults in 

the programmable electronic HW
- functions that relate to the detection, annunciation and management of sensor and 

actuator faults
- functions related to the detection, annunciation, and management of faults in the 

SW itself (i.e. SW self-monitoring)
- functions related to the periodic testing of safety functions on-line (i.e. in the 

intended operational environment)
- functions related to the periodic testing of safety functions off-line (i.e. in an 

environment where the EUC is not being relied on for its safety function)
- functions that allow the PE system to be safety modified
- interfaces to non safety-related functions
- capacity and response time performance
- interfaces between the SW and the PE system
- safety-related communications (2-7.4.11)

- the requirements for the SW systematic capability:
- the SILS for each of the above functions
- independence requirements between functions

3-7.2.2.10

Where SW safety requirements are expressed or implemented by configuration data, the 
data shall be:
- consistent with the system safety requirements
- expressed in terms of the permitted range and authorized combinations of its 

operational parameters
- defined in a manner which is compatible with the underlying SW (e.g. sequence of 

execution, run time, data structures etc.)
3-7.2.2.11

Carry Out a Suitable 
Common Cause 
Failure Analysis

3-7.2.2.4

MT

I O

R C

See Annex F of IEC 
61508-3 for achieving 
one aspect of 
independence of SW

SW Common 
Cause Failure 

Analysis 

TQ

E

Where credible failure 
mechanisms are 
identified, effective 
defensive measures 
shall be taken
3-7.2.2.4

Evaluate the SW 
Safety Requirements 

Specification
3-7.2.2.5

MT

I O

R C

SW Developer

TQ

E

Ensure the requirements are adequately 
specified.

Shall consider:
- safety functions
- configuration or architecture of the 

system
- HW safety integrity requirements 

(programmable electronics, sensors, and 
actuators)

- SW systematic capability requirements
- capacity and response time
- equipment and operator interfaces, 

including reasonably foreseeable misuse
3-7.2.2.5

SW Safety 
Requirements 
Specification 
Evaluation

TQ

E

EUC Data
1-7.2.2.1

TQ

E

Develop a Plan for 
Validating the 

Safety-Related SW 
Aspects of System 

Safety
3-7.3

MT

I O

R C

Develop a Plan for 
Validating the 

Safety-Related SW 
Aspects of System 

Safety
3-7.3

MT

I O

R C

SW Safety 
Validation Plan

3-7.3.1

TQ

E

Carried out to specify the steps, both procedural and technical, 
which will be used to demonstrate that the SW satisfies its safety 
requirements
3-7.3.2.1

The validation shall give a rationale for the chosen strategy. The 
technical strategy for the validation of the safety-related SW shall 
include:
- choice of manual or automated techniques or both
- choice of static or dynamic techniques or both
- choice of analytical or statistical techniques or both
- choice of acceptance criteria based on objective factors or expert 

judgement or both
3-7.3.2.3

The scope and contents of the validation plan for SW aspects of 
system safety shall be agreed with the assessor or with a party 
representing the assessor, if required by the SIL. This procedure shall 
also make a statement concerning the presence of the assessor 
during testing
3-7.3.2.4

The pass/ fail criteria for accomplishing SW validation shall include:
- the required input signals with their sequence and their values
- the anticipated output signals with their sequences and their 

values
- other acceptance criteria, e.g. memory usage, timing and value 

tolerances
3-7.3.2.5

- details of when the validation shall take place
- those who will carry out the validation
- identification of the relevant modes of the EUC operation 

including:
- preparation for use including setting and adjustment
- start up, teach, automatic, semi-automatic, steady state 

operation
- re-setting, shut down, maintenance
- reasonably foreseeable abnormal conditions and reasonably 

foreseeable operator misuse
- identification of the safety-related SW which needs to be 

validated for each mode of EUC operation before 
commissioning commences

- the technical strategy for the validation (e.g. analytical 
methods, statistical tests etc.)

- iaw the technical strategy, the measures (techniques) and 
procedures which shall be used for confirming that each safety 
function conform with the specified requirements for the safety 
functions, and the specified requirements for SW systematic 
capability

- the required environment in which the validation activities are 
to take place (e.g. for tests this could include calibrated tools 
and equipment)

- the pass/ fail criteria
- the policies and procedures for evaluating the results of the 

validation, particularly failures.
3-7.3.2.2

Establish SW 
Architecture Design

 3-7.4.3

MT

I O

R C

Validate the SW 
Aspects of System 
Safety Validation 

3-7.7

MT

I O

R C

Verify the SW 
3-7.9.2

MT

I O

R C

Selection of 
Techniques/ Measures 
from 3-Table A-1  (or 
other selected and 
argued for measures)

Selection of 
Techniques/ Measures 
from 3-Table B-6  (or 
other selected and 
argued for measures)
(OPTIONAL)
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SOFTWARE 
DESIGN AND 

DEVELOPMENT

Select SW Design 
Method
 3-7.4.2.2

MT

I O

R C

Posses features that facilitate:
- abstraction, modularity and other features that control complexity
- the expression of:

- functionality
- information flow between elements
- sequencing and time related information
- timing constraints
-  concurrency and synchronized access to shared resources
- data structures and their properties
- design assumptions and their dependencies
- exception handling
- design assumptions (pre-conditions, post conditions, invariants)
- comments

- ability to represent several views of the design including structural and 
behavioural views

- comprehension by developers and others who need to understand design
- verification and validation
3-7.4.2.2

The design representations shall be based on a notation which is 
unambiguously defined or restricted to unambiguously defined features
3-7.4.2.5

SW Design 
Method
3-7.4.2

TQ

E

Testability and the capacity for safe 
modification shall be considered during the 
design activities in order to facilitate 
implementation of these properties in the 
final SRS
3-7.4.2.3

Create SW Design 
 3-7.4.2

MT

I O

R C

As far as practicable the design shall keep the safety-related part of the SW simple
3-7.4.2.6

Where the SW is to implement both safety and non-safety functions, then all of the 
SW shall be treated as safety-related, unless adequate design measures ensure that 
the failures of non-safety functions cannot adversely affect safety functions
3-7.4.2.8

Where the SC of a SW element is lower than the SIL of the safety function which the 
SW element supports, the element shall be used in combination with other elements 
such that the SC of the combination equals the SIL of the safety function
3-7.4.2.10

Where a safety function is implemented using a combination of SW elements of 
known SC, the SC requirements of 2-7.4.3 shall apply to the combination of elements
3-7.4.2.11

Where a pre-existing SW element is reused to implement all or part of a safety 
function, the element shall meet both of the following for systematic safety integrity:
- meet the requirements of one of the following compliance routes:

- Route 1S: compliant development. Compliance with the requirements of IEC 
61508 for the avoidance and control of systematic faults in SW

- Route 2S: proven in use. Provide evidence that the element is proven in use. See 
2-7.4.10

- Route 3S: assessment of non-compliant development
- Provide a Safety Manual that gives a sufficiently precise and complete description of 

the element to make possible an assessment of the integrity of a specific safety 
function that depends wholly or partly on the pre-existing SW element

3-7.4.2.12

SW Design
3-7.4.2

TQ

E

The SW design shall include, commensurate with the 
required SIL, self-monitoring of control flow and data flow. 
On failure detection, appropriate actions shall be taken
3-7.4.2.7

Where the SW is to implement safety functions of different 
SILs, then all of the SW shall be treated as belonging to the 
highest SIL, unless adequate independence between the 
safety functions of the different SILs can be shown in the 
design. It shall be demonstrated either:
- that independence is achieved by both in the spatial and 

and temporal domains, or
- that any violation of independence is controlled. The 

justification for independence shall be documented.
3-7.4.2.9

Synthesized 
Element(s) of 

SC N + 1
2-7.4.3.3

TQ

E

Use Pre-existing 
element in SW 

Design 
 3-7.4.2.12

MT

I O

R C

Route 1S

3-7

TQ

E

Route 2S

3-7

TQ

E

Route 3S

3-7

TQ

E

1oo3

Proven in Use 
Safety Justification

2-7.4.10

TQ

E

Create Safety 
Manual for 

Compliant Items
2-D.1

MT

I O

R C

To comply with Route 3S a pre-existing SW element shall meet all of the 
following:
- the SW safety requirements specification for the element shall be 

documented to the same degree of precision as would be required by IEC 
61508 for any safety-related element of the same SC. The SW safety 
requirements specification shall cover the functional and safety behaviour 
as applicable to the element in its new application (see 3-7.2 and 3-Table 
A.1)

-  the justification for use of a SW element shall provide evidence that the 
desirable safety properties specified in Clauses 3-7.2 to 3-8 have been 
considered, taking into account the guidance of 3-Annex C

- the element's design shall be documented to a degree of precision, 
sufficient to provide evidence of compliance with the requirement 
specification and the required SC

- the evidence required in 3-7.4.2.13 (a) and (b) shall cover the SW's 
integration with the HW. See 3-7.5 and 3-Table A.6 of Annex A

- there shall be evidence that the element has been subject to verification 
and validation using a systematic approach with documented testing and 
review of all parts of the element's design and code. See 3-7.4.7, 7.4.8, 7.5, 
7.7 and 7.9 and Tables A.5 to A.7 and A.9 of 3-Annex A as well as related 
Tables in 3-Annex B

- where the SW element provides functions which are not required in the 
SRS, then evidence shall be provided that the unwanted functions will not 
prevent the E/ E/ PE system from meeting its safety requirements

- there shall be evidence that all credible failure mechanisms of the SW 
element have been identified and that appropriate mitigation measures 
have been implemented

- the planning for use of the element shall identify the configuration of the 
SW element, the SW and HW run-time environment and if necessary the 
configuration of the compilation/ linking system

- the justification for use of the element shall be valid for only those 
applications which respect the assumptions made in the compliant item 
Safety Manual for the element.

3-7.4.2.13

Route 3S shall, insofar as it is appropriate, apply to data and data generation languages
- where a PR system consists of pre-existing functionality that is configured by data to meet specific 

application requirements, the design of the application SW shall be commensurate with the 
degree of application configurability, pre-delivered existing functionality and complexity of the PE 
SRS

- where the safety-related functionality of a PE system is determined significantly or predominantly 
by configuration data, appropriate techniques and measures shall be used to prevent the 
introduction of faults during the design, production, loading, and modification of the 
configuration data, and to ensure that the configuration data correctly states the application logic

- the specification of data structures shall be:
- consistent with the functional requirements of the system, including the application data
- complete
- self consistent
- such that the data structures are protected against alteration or corruption

- where a PE system consists of pre-existing functionality that is configured by data to meet specific 
application requirements, the configuration process itself shall be documented appropriately

3-7.4.2.14

Selection of 
Techniques/ Measures 
from 3-Table A-2  (or 
other selected and 
argued for measures)

Selection of 
Techniques/ Measures 
from 3-Table A-3  (or 
other selected and 
argued for measures)

Selection of 
Techniques/ Measures 
from 3-Table B-6  (or 
other selected and 
argued for measures)
(OPTIONAL)



SOFTWARE 
ARCHITECTURE 

DESIGN

Establish SW 
Architecture Design

 3-7.4.3

MT

I O

R C

SW Supplier 
/  Developer 

3-7.4.3.1

TQ

E

SW 
Architecture 

Design
3-7.4.3.2

TQ

E

The SW architecture design shall:
- select and justify an integrated set of techniques and measures 

necessary during the SW safety lifecycle phases to satisfy the 
SW safety requirements specification at the required SIL. These 
techniques and measures include SW design strategies for both 
fault tolerance (consistent with the HW), and fault avoidance, 
including (where appropriate) redundancy and diversity

- select the design features to be used for maintaining the safety 
integrity of all data. Such data may include plant input-output 
data, communications data, operator interface data, 
maintenance data, and internal database data

3-7.4.3.2

Any changes required to the E/ E/ PE system safety requirements 
specification after applying the SW architecture design and 
development shall be agreed with the E/ E/ PE developer and 
documented
3-7.4.3.3

SW Safety 
Lifecycle
3-7.1.2.1

TQ

E
SW Safety 

Requirements 
Specification

3-7.2

TQ

E

Fault Tolerance 
Strategies

TQ

E

Fault 
Avoidance 
Strategies

TQ

E

The SW architecture design shall:
- be based on a partitioning into elements/subsystems, for each 

of which the following information shall be provided:
- whether the elements/subsystems have been previously 

verified, and if yes, their verification conditions
- whether each subsystem/element is safety-related or not
- SW SC of the subsystem/element

- determine all SW/ HW interactions and evaluate and detail their 
significance

- use a notation to represent the architecture which is 
unambiguously defined or restricted to unambiguously defined 
features

- specify appropriate SW architecture integration tests to ensure 
that the SW architecture satisfies the SW safety requirements 
specification at the required SIL

3-7.4.3.2

On-line Support 
Tools

TQ

E

Off-line 
Support 

Tools
3-7.4.4.2

TQ

E

Considered to be a SW 
element of the 
safety-related system
3-7.4.4.1

Select Off-line 
Support Tools

 3-7.4.4.2

MT

I O

R C

Selected as a coherent part of the SW development 
activities
3-7.4.4.2

The selection of the off-line support tools shall be 
justified
3-7.4.4.3

An assessment shall be carried out for off-line support 
tools in classes T2 and T3 to determine the level of 
reliance placed on the tools and the potential failure 
mechanisms of the tools that may affect the executable 
SW. Where such failure mechanisms are identified, 
appropriate mitigation measures shall be taken
3-7.4.4.5

SW Safety 
Lifecycle
3-7.1.2.1

TQ

E

All off-line support tools in classes T2 and T3 shall have a specification 
or product documentation which clearly defines the behaviour of the 
tool and any instructions or constraints on its use.
3-7.4.4.4

For each tools in class T3, evidence shall be available that the tool 
confirms to its specification or documentation. Evidence may be based 
on a suitable combination of history or successful use in similar 
environments and for similar applications (within the organization or 
other organizations), and of tool validation
3-7.4.4.6

Where conformance evidence is unavailable, there shall be effective 
measures to control failures of the executable SRS that results from 
faults that are attributable to the tool
3-7.4.4.8

Each new version of off-line support tool shall be qualified. This 
qualification may rely on evidence provided for an earlier version of 
sufficient evidence is provided that:
- the functional differences (if any) will not affect tool compatibility 

with the rest of the toolset, and
- the new version is unlikely to contain significant new, unknown 

faults
3-7.4.4.18

Validate Off-line 
Support Tools

 3-7.4.4.6

MT

I O

R C

Off-line 
Support 

Tools Validation 
Report

3-7.4.4.7
TQ

E

Document shall cover the following results:
- a chronological record of the validation activities
- the version of the tool product manual being used
- the tool functions being validated
- tools and equipment used
- the results of the validation activity; the 

documented results of validation shall state either 
that the SW has passed the validation or the 
reasons for its failure

- test cases and their results for subsequent 
analysis

- discrepancies between expected and actual 
results

3-7.4.4.7

Verify the 
Compatibility of an 
Integrated Off-line 
Support Toolset

 3-7.4.4.9

MT

I O

R C

Verification 
of the 

Compatibility 
of an Integrated 

Toolset
3-7.4.4.9

TQ

E

Create SW Design 
Representation 

(including 
Programming 

Language)
 3-7.4.4.10

MT

I O

R C

SW Design 
Representation

3-7.4.4.10

TQ

E

To the extent required by the SIL, the SW or deign representation 
(including a programming language) selected shall:
- have a translator which has been assessed for fitness for 

purpose including, where appropriate, assessment against the 
international or national standards

- use only defined language features
- match the characteristics of the application
- contain features which facilitate the detection of design or 

programming mistakes
- support features which match the design method
3-7.4.4.10

Where this cannot be satisfied, the fitness for purpose of the 
language, and any additional measures which address any 
identified shortcomings of the language shall be justified.
3-7.4.4.11

Programming 
Language 
Standard
3-7.4.4.10

TQ

E

Programming languages for the development of all safety-related SW 
shall be used according to a suitable programming language coding 
standard
3-7.4.4.12

A programming language coding standard shall specify good 
programming practice, proscribe unsafe language features (e.g. 
undefined language features, unstructured designs etc.), promote code 
understandability, facilitate verification and testing, and specify 
procedures for source code documentation. Where practicable, the 
following information shall be contained in the source code:
- legal entity (e.g. company, author(s) etc.)
- description
- inputs and outputs
- configuration management history
3-7.4.4.13

Where automatic code generation or similar automatic translation takes 
place, the suitability of the automatic translator for SRS development 
shall be assessed at the point in the development lifecycle where 
development support tools are selected
3-7.4.4.13

Manage the 
Configuration of 
Off-line Support 

Tools
 3-7.4.4.15

MT

I O

R C

Where off-line support tools of classes T2 and T3 generate 
items in the configuration baseline, configuration 
management shall ensure that information on the tools is 
recorded in the configuration baseline. This includes in 
particular:
- the identification of the tool and its version
- the identification of the configuration baseline items for 

which the tool version has been used
- the way the tool was used (including tool parameters, 

options, and scripts selected) for each configuration 
baseline

3-7.4.4.15

Configuration management shall ensure that for tools in 
classes T2 and T3, only qualified versions are used.
3-7.4.4.16

Configuration management shall ensure that only tools 
compatible with each other and with the SRS are used
3-7.4.4.17

SW 
Configuration 

Baseline
3-7

TQ

E

Carry out SW 
Detailed Design

 3-7.4.5

MT

I O

R C

Code 
Implementation

3-7.4.6

MT

I O

R C

Verify the SW 
3-7.9.2

MT

I O

R C



SOFTWARE 
DETAILED 

DESIGN AND 
DEVELOPMENT

Carry out SW 
Detailed Design

 3-7.4.5

MT

I O

R C
Prior to the start of 
detailed design
3-7.4.5.2

System Design 
Requirements 
Specification

2-7.2.3
TQ

E

SW 
Architecture 

Design
3-7.4.3.2

TQ

E

SW Safety 
Validation Plan

3-7.3.1

TQ

E

The SW shall be produced to achieve 
modularity, testability, and the capability for 
safe modification
3-7.4.5.3

For each major element/subsystem in the SW 
architecture design, further refinement of the 
design shall be based on a partitioning into SW 
modules (i.e. the specification of the SW system 
design). The design of each SW module and the 
verification to be applied to each SW module 
shall be specified 
3-7.4.5.4

SW Detailed 
Design
3-7.4.5

TQ

E

Specify SW System 
Integration Tests 

3-7.4.5.5

MT

I O

R C

SW System 
Integration Test 

Specification
3-7.4.5.5

TQ

E

Ensure that the SW 
system satisfies the SW 
safety requirements 
specification at the 
required SIL
3-7.4.5.5

Code 
Implementation

3-7.4.6

MT

I O

R C

Each module of the SW code shall be 
reviewed. Where the code is 
produced by an automatic tool, the 
requirements for tool codes shall be 
met. Where the source code consists 
of reused pre-existing SW, the 
requirements for re-used SW shall be 
met (3-7.4.2)
3-7.4.6.1

Off-line 
Support 

Tools
3-7.4.4.2

TQ

E

Implemented
SW Code
3-7.4.6

TQ

E

Carry out SW 
Module Testing 

3-7.4.5.5

MT

I O

R C

Each SW module shall be verified as required by the 
SW module test specification
3-7.4.6.1

Each SW module shall be verified by the SW module 
test specification which was developed during SW 
system design
3-7.4.7.1

This verification shall show whether or not each SW 
module performs its intended function and does not 
perform unintended functions
3-7.4.7.2

The procedures for corrective action on not passing 
the test shall be specified
3-7.4.7.4

SW Module 
Test Report
3-7.4.5.5

TQ

E

Shall state the following:
- the division of the SW into manageable integration 

tests
- test cases and test data
- types of tests to be performed
- test environment, tools, configuration and 

programs
- test criteria on which the completion of the test 

will be judged
- procedures for corrective action on failure of test
3-7.4.8.2

Carry out SW 
Integration Testing 

3-7.4.8

MT

I O

R C

Verify the SW 
3-7.9.2

MT

I O

R C

Verify the SW 
3-7.9.2

MT

I O

R C

Selection of 
Techniques/ Measures 
from 3-Table A-4  (or 
other selected and 
argued for measures)

Selection of 
Techniques/ Measures 
from 3-Table A-4  (or 
other selected and 
argued for measures)

Selection of 
Techniques/ Measures 
from 3-Table B-1 , B-6, B-9 
(or other selected and 
argued for measures)
(OPTIONAL)



SOFTWARE 
INTEGRATION 

TESTING

SW System 
Integration Test 

Specification
3-7.4.5.5

TQ

E

Specified during the 
design and 
development phase
3-7.4.8.1

Carry out SW 
Integration Testing 

3-7.4.8

MT

I O

R C

Shall be tested iaw the SW integration tests 
specified in the SW system test integration 
test specification. These tests shall show that 
all SW modules and SW elements/subsystems 
interact correctly to perform their intended 
functions and do not perform unintended 
functions
3-7.4.8.3

During SW integration, any modification to 
the SW shall be subject to an impact analysis 
which shall determine all SW modules 
impacted, and the necessary re-verification 
and re-design activities
3-7.4.8.5

SW System 
Integration Test 

Report
3-7.4.8.4

TQ

E

State the test results, and 
whether the objectives 
and test criteria have been 
met. If there is a failed 
integration test, the 
reasons for the failure 
shall be documented
3-7.4.8.4

Integrate SW onto 
the Target 

Programmable 
Electronic HW

 3-7.5

MT

I O

R C

Specify HW and SW 
Integration Tests

 3-7.4.8

MT

I O

R C

Specified during the 
design and 
development phase
3-7.5.2.1

Ensure the 
compatibility of the HW 
and SW in the 
safety-related PE
3-7.5.2.1

HW and SW 
Integration Test 

Specification
3-7.5.2.1

TQ

E

State the following:
- the split of the system into integration levels
- test cases and test data
- types of tests to be performed
- test environment including tools, support SW and 

configuration description
- test criteria on which the completion of the test will be 

judged
3-7.5.2.2

Distinguish between those activities which can be carried out 
by the developer on their premises and those that require 
access to the user's site
3-7.5.2.3

Distinguish between the following activities:
- merging of the SW system on to the target PR hardware
- E/ E/ PE integration, i.e. adding interfaces such as sensors 

and actuators
- applying the E/ E/ PE SRS to the EUC
3-7.5.2.4

The SW shall be integrated with the 
safety-related PE HW iaw the SW/ PE 
integration test specification (HW and 
SW)
3-7.5.2.5

During the integration testing of the 
safety-related PE (HW and SW), any 
change to the integrated system shall be 
subject to an impact analysis. The impact 
analysis shall determine all SW modules 
impacted, and the necessary 
re-verification activities
3-7.5.2.6

HW and SW 
Integration Test 

Report
3-7.5.2.7

TQ

E

State the test results, and whether the 
objectives and the test criteria have 
been met. If there is a failure, the 
reasons for the failure shall be 
documented. Any resulting modification 
or change to the SW shall be subject to 
an impact analysis which shall determine 
all SW elements/ modules impacted, and 
the necessary re-verification and 
re-design activities
3-7.5.2.8

Verify the SW 
3-7.9.2

MT

I O

R C

Verify the SW 
3-7.9.2

MT

I O

R C

Selection of 
Techniques/ Measures 
from 3-Table A-5  (or 
other selected and 
argued for measures)

Selection of 
Techniques/ Measures 
from 3-Table A-6 (or 
other selected and 
argued for measures)

Selection of 
Techniques/ Measures 
from 3-Table A-6  (or 
other selected and 
argued for measures)

Selection of 
Techniques/ Measures 
from 3-Table B-2  (or 
other selected and 
argued for measures)
(OPTIONAL)

Selection of 
Techniques/ Measures 
from 3-Table B-2  (or 
other selected and 
argued for measures)
(OPTIONAL)

Selection of 
Techniques/ Measures 
from 3-Table B-2, B-3, B6  
(or other selected and 
argued for measures)
(OPTIONAL)

Selection of 
Techniques/ Measures 
from 3-Table B-2, B-6  (or 
other selected and 
argued for measures)
(OPTIONAL)



SOFTWARE 
ASPECTS OF 

SYSTEM 
SAFETY 

VALIDATION

Validate the SW 
Aspects of System 
Safety Validation 

3-7.7

MT

I O

R C

SW Safety 
Validation Plan

3-7.3.1

TQ

E

SW Aspects 
of System 
Validation 

Report
3-7.7.2.4

TQ

E

For each safety function, the following results:
- a chronological record of the validation activities which will permit the sequence of activities to be 

retraced
- the version of the validation plan for SW aspects of system safety being used
- the safety function being validated (by test or analysis), together with reference to the validation 

plan for SW aspects of system safety
- tools and equipment used together with calibration data
- the results of the validation activity
- discrepancies between expected and actual results 
3-7.7.2.5

When discrepancies occur between expected and actual results, the analysis made and the decisions 
taken on whether to continue the validation, or to issue a change request and return to an earlier 
part of the development lifecycle, shall be documented as part of the results of validating the SW 
aspects of system safety
3-7.7.2.6

The results shall meet the following:
- the tests shall show that all of the specified requirements for safety-related SW are correctly met 

and the SW does not perform unintended functions
- test cases and their results shall be document for subsequent analysis and independent 

assessment as required by the SIL
- the documented results of validating the SW aspects of system safety shall state either (1) that the 

SW has passed the validation or (2) the reasons for not passing the validation
3-7.7.2.9

Meet the following requirements:
- testing shall be the main validation method for 

SW; analysis, animation, and modelling may be 
used to supplement the validation activities

- the SW shall be exercised by simulation of:
- input signals present during normal operation
- anticipated occurrences
- undesired conditions requiring system action
- the supplier and/or developer (or the multiple 

parties responsible for compliance) shall make 
available the document results of he validation 
of SW aspects of system safety and all pertinent 
documentation to the system developer to 
enable their product to meet the requirements 
of IEC 61508-1 and IEC 61508-2

3-7.7.2.7

SW Safety 
Requirements 
Specification

3-7.2

TQ

E

Verify the SW 
3-7.9.2

MT

I O

R C

Selection of 
Techniques/ Measures 
from 3-Table A-7  (or 
other selected and 
argued for measures)

Selection of 
Techniques/ Measures 
from 3-Table B-3  (or 
other selected and 
argued for measures)
(OPTIONAL)

Selection of 
Techniques/ Measures 
from 3-Table B-5  (or 
other selected and 
argued for measures)
(OPTIONAL)



SOFTWARE 
MODIFICATION

Modify Software 
3-7.7

MT

I O

R C

Modification Plan
1-7.16.2.1

TQ

E

Procedures available 
prior to carrying out 
any SW modification
3-7.8.2.1

A modification shall be initiated only on the issue of an 
authorized SW modification request 
3-7.8.2.2

All modifications which have an impact on the functional 
safety of the E/ E/ PE SRS shall initiate a return to an 
appropriate phase of the SW safety lifecycle. All 
subsequent phases shall then be carried out iaw the 
procedures specified for the specific phases iaw the 
requirements of IEC 61508.  Safety planning shall detail all 
subsequent activities.
3-7.8.2.5

The safety planning for the modification of safety-related 
SW shall meet the requirements of 1-6, in particular:
- identification of staff and specification of their required 

competency
- detailed specification for the modification
- verification planning
- scope of revalidation and testing of the modification to 

the extent required by the SIL
3-7.8.2.6

Authorized 
SW 

Modification 
Request
3-7.8.2.2

TQ

E

Detail the following:
- the hazards which may be 

affected
- the proposed modification
- the reasons for the 

modification
3-7.8.2.2

Authorize SW 
Modification 

Request
 3-7.8.2.2

MT

I O

R C

SW 
Modification 

Impact 
Assessment

3-7.8.2.4
TQ

E

Carry out Impact 
Assessment of SW 

Modification
 3-7.8.2.3

MT

I O

R C

Determine whether or not a 
hazard and risk analysis is 
required
Determine which SW safety 
lifecycle phases will need to be 
repeated
3-7.8.2.3

Functional 
Safety 

Modification Plan
1-6.2.8

TQ

E

SW 
Modification 
Specification

3-7.8.2.6

TQ

E Modification 
Documentation

3-7.8.2.8

TQ

E

Details of all modifications, including references to:
- the modification/ retrofit request
-  the results of the impact analysis which assesses the 

impact of the proposed SW modification on the 
functional safety, and the decisions taken with 
associated justifications

- SW configuration management history
- deviation from normal operations and conditions
- all documented information affected by the 

modification activity
3-7.8.2.8

The re-verification and re-validation of data and results
3-7.8.2.9

Dependent on the results of 
the impact analysis and the 
SW systematic capability
3-7.8.2.10

Selection of 
Techniques/ Measures 
from 3-Table A-8  (or 
other selected and 
argued for measures)



SOFTWARE 
VERIFICATION

Plan for the 
Verification of SW 

3-7.9.2.1

MT

I O

R C

SW 
Verification 

Plan
3-7.9.2.1

TQ

E

Concurrently with the 
development, for each 
phase of the SW safety 
lifecycle
3-7.9.2.1

Refer to the criteria, techniques and tools to 
be used in the verification activities, and 
address the following:
- the evaluation of the safety integrity 

requirements
- the selection and documentation of 

verification strategies, activities, and 
techniques

- the selection and utilization of 
verification tools (test harness, special 
test software, input/output simulators 
etc.)

- the evaluation of verification results
- the corrective actions to be taken
3-7.9.2.2

Verify the SW 
3-7.9.2

MT

I O

R C

SW 
Verification 

Results
3-7.9.2.4

TQ

E

Evidence that the phase being verified has, 
in all respects, been satisfactorily 
completed.
3-7.9.2.4

After each verification, the documentation 
shall include:
- identification of items to be verified
- identification of the information against 

which the verification has been done
- non-conformances
3-7.9.2.5

SW 
Verification 

Results of SW 
Phase N 3-7.9.2.6

TQ

E

All essential information from phase N of the SW safety lifecycle needed 
for the next phase N+1 shall be available and shall be verified. Outputs 
from phase N include:
- adequacy of the specification, design, or code in phase N for:

- functionality
- safety integrity, performance, and other requirements of safety 

planning
- readability by the development team
- testability for further verification
- safe modification to permit further evolution

- adequacy of the validation planning and/or tests specified for phase N 
for specifying and describing the design of phase N

- check for incompatibilities between:
- the tests specified in phase N, and the tests specified in the 

previous phase N-1
- the outputs within phase N

3-7.9.2.6

Subject to the choice of SW development lifecycle, 
the following verification activities shall be 
performed:
- verification of SW safety requirements
- verification of SW architecture
- verification of SW system design
- verification of SW module system design
- verification of code
- verification of data
- verification of timing performance
- SW module testing
- SW integration testing
- PE integration testing
- SW aspects of system safety validation
3-7.9.2.7

SW Safety 
Requirements 
Specification

3-7.2

TQ

ESW 
Architecture 

Design
3-7.4.3.2

TQ

E

SW Detailed 
Design
3-7.4.5

TQ

E

Implemented
SW Code
3-7.4.6

TQ

E

SW Module 
Test Report
3-7.4.5.5

TQ

ESW System 
Integration Test 

Report
3-7.4.8.4

TQ

E

HW and SW 
Integration Test 

Report
3-7.5.2.7

TQ

E

SW Aspects 
of System 
Validation 

Report
3-7.7.2.4

TQ

E

Verification of SW safety requirements: after the SW safety requirements specification has been completed, and before 
the next phase of SW design and development begins, verification shall:
- consider whether the SW safety requirements specification adequately fulfils the E/ E/ PE system safety requirements 

specification for functionality, safety integrity, performance, and any other requirements of safety planning
- consider whether the validation plan for SW aspects of system safety adequately fulfils the SW safety requirements 

specification
- check for incompatibilities between:

- the SW safety requirements specification, and the E/ E?PE system safety requirements specification
- the SW safety requirements specification, and the validation plan for SW aspects of system safety

3-7.9.2.8

Verification of SW architecture: after the SW architecture design has been completed verification  shall:
- consider whether the SW architecture design adequately fulfils the SW safety requirements specification
- consider whether the integration tests specified in the SW architecture design are adequate
- consider whether the attributes of each major element/subsystem are adequate with reference to:

- feasibility of the safety performance required
- testability for further verification
- readability by the development and verification team
- safe modification to permit further evolution

- check for incompatibilities between the following:
- the SW architecture design, and the SW safety requirements specification
- the SW architecture design and its integration tests
- the SW architecture design integration tests and the validation plan for SW aspects of system safety

3-7.9.2.9

Verification of SW system design: after the SW system design has been completed, verification shall:
- consider whether the SW system design adequately fulfils the SW architecture design
- consider whether the specified tests of the SW system integration adequately fulfils th the SW system design
- consider whether the attributes of each major element of the SW system design specification are adequate with 

reference to:
- feasibility of the safety performance required
- testability for further verification
- readability by the development and verification team
- safe modification to permit further evolution

- check for incompatibilities between:
- the SW system design specification and the SW architecture design
- the SW system design specification and the SW architecture integration test specification
- the tests required by the SW system integration test specification and the SW architecture integration test 

specification
3-7.9.2.10

Verification of SW module design: after the design of each SW module has been completed, verification shall:
- consider whether the SW module design specification adequately fulfils the SW system design specification
- consider whether the SW module test specification is adequate for the SW module design specification
- consider whether the attributes of each SW module are adequate with reference to:

- feasibility of the safety performance required 
- testability for further verification
- readability by the development and verification team
- safe modification to permit further evolution

- check for incompatibilities between:
- the SW module design specification and the SW system design specification
- (for each SW module) the SW module design specification and the SW module test specification
- the SW module test specification and the SW system integration test specification

3-7.9.2.11

Verification of code: the source code shall be verified by static methods to ensure conformance to the SW module design 
specification, the required coding standards, and the validation plan for SW aspects of system safety
3-7.9.2.12

Verification of data:
- the data structures shall be verified
- the application data shall be verified for:

- consistency with the data structures
- completeness against the application requirements
- compatibility with the underlying system SW (e.e. sequence of execution, run-time etc.) and
- the correctness of the data values

- all operational parameters shall be verified against the application requirements
- all plant interfaces and associated SW (i.e. sensors and actuators and off-line interfaces) shall be verified for:

- detection of anticipated interface failures
- tolerance to anticipated interface failures

- all communication interfaces and associated SW shall be verified for an adequate level of:
- failure detection
- protection against corruption
- data validation

3-7.9.2.13

Verification of timing performance: predictability of behaviour in the time domain shall be verified
3-7.9.2.14

E/ E/ PE 
System 
Safety 

Requirements 
Specification

1-7.10.2.6
TQ

E

System Design 
Requirements 
Specification

2-7.2.3
TQ

E

Selection of 
Techniques/ Measures 
from 3-Table A-9  (or 
other selected and 
argued for measures)

Selection of 
Techniques/ Measures 
from 3-Table B-2, B-3, B-8  
(or other selected and 
argued for measures)
(OPTIONAL)
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